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Abstract

Recently Cloud Computing has evolved into a big buzz word and building your own private cloud can be
interesting. This paper demonstrates how a private cloud such as OpenStack can be implemented using
Ubuntu OS. OpenStack is an open source platform which provides IAAS and PAAS services.
Infrastructure includes the storage, servers, virtualization, compute and network services and platform as
a service includes the operating system, middleware and runtime environment. Hyper-V is a native
hypervisor developed by Microsoft. Decentralized Access management is the software application that
will be run on either of the cloud servers. This software can be any of the software developed to be run
on cloud.
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1. Introduction

Cloud Computing allows the users to access a shared pool of computing resources like
networks, servers, storage, applications, and services that can be rapidly provisioned based on
the customer requirements. Essential Characteristics of Cloud Computing are on-demand,
broad network access, resource pooling, measured service and rapid elasticity etc. Cloud
computing has five deployment models as private cloud, public cloud, hybrid cloud, virtual
private cloud and community cloud. Cloud computing has three service models, Infrastructure
as a Service (laaS), Platform as a Service (PaaS) and Software as a Service (SaaS).This paper
proposes the system architecture for building a private cloud which is capable of providing
laaS and PaaS as a service over the internet. The proposed system is developed using
OpenStack. OpenStack is open source software which the project developers and cloud
computing technologist can use to setup and run the cloud. Its services can be accessed via
APIs. The important components of OpenStack are Nova, Cinder, Keystone, Glance and
Horizon.

Section Il gives related work and proposed system architecture is explained in Section I1l. The
implementation details of the proposed system are described in Section V. The experiments
and results of the proposed system are presented in Section V. Conclusion is given in Section
VI.

2. Literature Survey

Sonali Yadav ™ introduces the cloud computing technology and its basic concepts. The
popularity of the private cloud and its deployment is explained. The paper describes various
open source software’s to deploy private clouds such as Eucalyptus, Open Stack and Open
Nebula. A comparative study is made about these three open sources of tware’s based on their
architectures. Cloud implementation, programming language, database compatibility, OS
compatibility of these software’s are mentioned. Muhammad et al. @ propose a process
framework for supporting migration to cloud computing and it is proposed that PaaS clouds
would have long term commitments because of unavailability of alternative solutions. To meet
the quality effectively and efficiently, cloud should support for defined SLA and this paper
discusses Hackystat systems for migration. Wei Haoet. et al. Bl considered service and
migration as a problem and proposed a frame work which facilitates service migration. They
also designed a cost model and the decision algorithm to determine the trade-offs on service
migration and selection. The paper also focuses on the placement of migrated services by
considering the migration, maintenance and communication costs. Scott et al. ! propose
SMART decision frame work for migrating software testing frame work to the cloud and it is
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based on the SOA migration, Adoption and Reuse technique
(SMART). This SMART helps organization to identify their
current testing process and also describe the requirements of
the target cloud computing environment for performing
software testing. Bram et al. [ presents a test method to
determine the viability and value of deployment in the cloud.
The essential characters of the cloud discussed are on-
demand, self-service, broad network access, resource pooling,
rapid elasticity and measured service.

3. Proposed System Architecture

3.1 Openstack Cloud Server

The proposed system aims to build private cloud using open
source software OpenStack. The system architecture of
OpensStack is as depicted in Fig.1. The proposed system
consists of various modules such as Horizon, Nova, Glance,
Cinder and Keystone
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Fig 1: Components of OpenStack

1. Nova: Nova is the Computing Fabric controller for the
OpenStack Cloud. The necessary activities for the life
cycle of instances within the OpenStack cloud are
handled by Nova. This characteristic makes Nova a
Management Platform to manage various compute
resources, networking, authorization, and scalability
needs of the OpenStack cloud.

2. Glance: Glance is a standalone service which provides a
catalog service for storing and querying virtual disk
images. Nova and Glance together provides an end-toend
solution for cloud disk image management.

3. Cinder: Cinder is a Block Storage service for OpenStack.
It's designed to allow the use of either a reference
implementation (LVM) to present storage resources to
end users that can be consumed by the OpenStack
Compute Project (Nova). It virtualizes pools of block
storage devices and provides end users with a self-service
APl to request and consume those resources without
requiring any knowledge of where their storage is
actually deployed or on what type of device.

4. Keystone: Keystone provides identity and access policy
services for all components in the OpenStack family. All
components of OpenStack including Cinder, Glance, and
Nova are authenticated and authorized by Keystone.

5. Neutron: Neutron is an OpenStack project to provide
"networking as a service" between interface devices (e.g.,
VNICs) managed by other Openstack services (e.g.,
nova). Neutron is a core and supported part of the
OpenStack platform

6. Horizon: Horizon can be used to manage instances and
images, create key pairs, attach volumes to instances,
manipulate Swift containers etc.

3.2 Microsoft’s Client Hyper-V
Hyper-V,  codenamed Viridian and
as Windows Server Virtualization,

formerly  known
is a native hypervisor.

Microsoft released the finalized version of Hyper-V with
certain x86-64 editions of Windows Server 2008 on June 26,
2008. Microsoft provides Hyper-V through two channels:

1. Part of Windows: Hyper-V is an optional component of
Windows Server 2008 and later. It is also available in x64
SKUs of Pro and Enterprise editions
of Windows8 and Windows 8.1

2. Hyper-V Server: It is afreeware edition of Windows
Server with limited functionality and Hyper-V component
Client Hyper-V is the name for the virtualization technology
that was introduced in Windows 8

Step 1: Prerequisites

1. Windows 8 Pro or Enterprise 64 bit Operating System

2. 64 bit processor with Second Level Address
Translation (SLAT)

3. 4GB system RAM at minimum

4. BIOS-level Hardware Virtualization support.

Step 2: Setting Up Hyper-V
Ensure that hardware virtualization support is turned on
in the BIOS settings. Select and enable Hyper-V
under turn windows features on or off and reboot the
system.

When you enable Hyper-V, during the reboot, it is
installed underneath Windows, and the Windows
Installation then becomes the parent partition/VM.

e It acts differently, as it can see the hardware and directly
manage the hypervisor as such - think of it like a local,
familiar GUI to the hypervisor and its drivers,
configuration.

3.3 Decentralized Access Management with Anonymous
Authentication of data

The new decentralized access management theme for secure
knowledge storage in clouds that supports anonymous
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authentication. Within the projected theme, the cloud verifies
the credibility of the user while not knowing the user’s
identity before storing knowledge. The theme conjointly has
another feature of access management during
which solely valid user’s area unit ready to decipher the hold
on data. The theme prevents replay attacks and supports
creation, modification, and reading knowledge hold on within
the cloud. It tends to conjointly address user revocation.
Moreover, the authentication and access management theme
is decentralized and sturdy, in contrast to different access
management schemes designed for clouds thatare a unit
centralized. The communication, computation, and storage
overheads are compared to centralized approaches.

4. Implementation

The proposed system is implemented using open source
software called Openstack and Ubuntu operating system. The
three nodes such as Compute, Controller and Storage are
installed with Ubuntu server operating system because all
these nodes have to behave like servers as shown in Fig. 2.
Compute node is installed with the Nova packages and
services. Controller node is installed with the Glance,
Keystone and Horizon packages and services. Storage node is
installed with the Swift or cinder packages and the services.
All three nodes are connected internally to OpenStack
Dashboard with internal network. The Application which is
ready to use the cloud service is connected through external
network to controller node of the private cloud.

HORIZON- Decentralized
Dashboard Application
NOVA- Cinder-
Compute Neutron-networking Block
Storage
Fig: OpenStack Implementation of Private Cloud

1. Module 1: Compute Node The installation of nova
packages is carried out by downloading the nova packages
by the following command:

e apt-get install -y nova-api nova-cert nova-conductor nova-
consoleauth nova-novncproxy nova-scheduler python-
novaclient nova-compute nova-console. These install
lines added most of the packages that expected (nova-api,
nova-compute, nova-network etc.) to work nova on the
open stack.

2. Module 2: Glance Image Store The installation of glance

packages is carried out by downloading the glance packages

by the following command

e sudo apt-get install glance glance-api glance-client glance-

common glance-registry python- glance

These install lines added most of the packages that expected

(glance-api, nova-registry etc.) to work on the open stack.

3. Module 3: Keystone The installation of keystone

packages is carried out by downloading the keystone packages

by the following command.

e sudo apt-get install keystone  python-keystone

pythonkeystoneclient These install lines added most of the

packages that expected (python-keystone, python-keystone
etc.) to work keystone on the open stack.

4. Module 4: Neutron The installation of neutron packages

is carried out by downloading the neutron packages by the

following command.

e apt-get install -y neutron-server  neutron-plugin-
openvswitch  neutron-plugin-openvswitch-agent  neutron-
common neutron-dhcp-agent  neutron-l3-agent  neutron-

metadata-agent openvswitch-switch

5. Module 5: Horizon Dashboard The installation of
horizon packages is carried out by downloading the horizon
packages by the following command.

o sudo apt-get install openstack-dashboard
These install lines added most of the packages that expected
to work dashboard on the OpenStack.

5. Experiments and Results

At the end of implementation, the private cloud openstack
must be able to access through the horizon dashboard and all
its components must be able to work correctly. The
application Decentralized Access Management must be able
to run on the windows instance. Using Hyper-V, the
application must be working properly on the created new
instance of windows 8.1 virtual machine.

6. Applications

e The above implementation can be wused for any
applications which needs cloud server.

e The implementation can be extended by adding up the
storage of more than one hard disk for more space
requirements.

* You can create your own testing environment with a single
machine

» Developers can also use Client Hyper-V to test their
software on multiple operating systems.

e You can use Client Hyper-V to troubleshoot. You can
export a virtual machine from your production environment,
open it on your desktop with Client Hyper-V, perform your
required troubleshooting, and then export it back into the
production environment.

* You can use Hyper-V on a laptop for demonstrating older
versions of Windows or non-Windows operating systems.

7. Conclusion
In this paper, a new and powerful infrastructure for building
private cloud is introduced which is capable of serving the
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user request for Infrastructure and Platform services. Services
include launching different flavours of images, instances and
services etc. The future work can be the implementation of
Software as a Service with the help of OpenStack and Ubuntu.
Microsoft’s Hyper-V is the native hypervisor which can be
used in any Windows 8 systems to use cloud. Any software
application such as Decentralized Access Management with
Anonymous Authentication can be run on any of the two
above mentioned cloud servers.
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